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Hudopmanus 06 OCHOBHBIX BUaX MOIIIEHHUYECTBA

B Hacrosmee BpeMs Haubonee pacmpoCTpaHEHHEIM CIOCOGOM COBEpIICHHS
IPECTYIUICHWH B JaHHOH clepe SBIAETCS XUIeHHe ¢ OAHKOBCKHX KapT Ipax/aH,
KOTZa 3JIOYMBIUTICHHUKH II0 Telle(OoHy IpEeCTaBIMIOTCS COTPYAHMKAMH CIIyX6
6e30macHOCTH pa3iMYHLIX GAaHKOB M IOJ PA3siHYHEIMM MpPENJIOTaMH IIONYYaioT OT
TOTEpIEBIIUX HOMep 6aHKOBCKOH KapTsl, kox CVV (3 mu¢psl Ha o6paTHOI cTOpoHE
KapTel), @ TaKkxe [IapoiH, NMpUXOAMBIIHE 10 SMS, Heo6XoAuMBIe s MPOBEACHUS
(puHAHCOBBIX ONEpalHii.

3a4acTyi0 IOTepIEBIIME, HAXOAACH I[10J] BIMSHHMEM MOIICHHUKOB, CaMH
CHHMAIOT JICHBIH, B TOM YHCJIE€ OQOPMILIIOT Ha ce0s KpeIUThl, H MEPEBOAAT MX Ha
abOHEeHTCKHMe HOMepa HIIH CYeTa, YKa3aHHBIE 3JI0YMbINUICHHAKAMH.

Taxoke 3M0yMBIIIIEHHUKH MOFYT COOOLIMTH IOTEPHEBIIMM O HEOOXOAHMOCTH
YCTaHOBJICHMS Ha CMapTQOH, KOMNBIOTEp HIH IUIAHIIET Pa3iMYHBIX IIPOrpaMMm
(«Anydesk», «Quick support», «Teamviever» u ap.), BEIIaBas MX, B TOM YHCIE, 32
AHTHBHPYCHEIE, ITO3BOJSIOIAX MOIICHHHUKAM JUCTAaHIIMOHHO, T.. YIOAJICHHBIM
AOCTYIIOM, YIPABJIATh CMapTPOHOM, HOYTOYKOM WM IUIQHIIIETOM H, KaK CIEICTBHE,
OCYINECTBIATh OHJIAHH MEPEBOIBI OT HMEHH TOTEPHEBIIMX Yepe3 MX JIAIHBIM
KaOHHeT.

B xone TenedoHHBIX pasrOBOPOB MOLIGHHHKH MOTYT COOGIIUTL BaiiH
nepconanpHble nannasie: ®HO, naty poxaeHus, macmopTHEIE JaHHbIE, a TAKKE JaXe
TOC/C/HUE ONEpallky 10 BalMM cyeTaM. Kpome TOTo, IPeCTymHHKH, MCHONb3ys
BO3MOXHOCTH IP-Teneonnn, MoryT ocymecTBIATE 3BOHKU ¢ aG0HEHTCKHX HOMEPOB,
CXOXHX WM WICHTHYHBIX OQUUHANTLHBEIM HOMepaM O0aHKOB, yKa3aHHBIM Ha
OOOpOTHOH CTOpOHE KapT, WM IIPABOOXPAHHTENBHEIX OPraHOB, B TOM YHCJIe
TIOJIUITHH.

YtoOrl He cTaTh XKEePTBOH MOJOGHBIX NPECTYIUICHHH HEOOXOAUMO ITOMHHUTD, YTO
HACTOAIME COTPY/HHKH OaHKOB HHKOTa HE 3BOHAT KJIHEHTAM U He IpOCAT
COOOIIMTE MM KaKylo-THOO HH(OPMALMIO, KaCAIOIYIOCS KK HX MIEPCOHAITBHBIX
JAaHHBIX, TaK ¥ OaHKOBCKOM KapThl. Hu npu xakux o6CTOATENBCTBAX He pasrnamaiite
HHUKOMY, BKJI09as COTPYAHHKOB 6aHKOB, Tapoli Ha OpoBefieHue omepamuii. [Tapons
i BXojaa B cucreMy «bank OHnalH» 5TO Bama JIMYHAS KOH(pHACHIHAIBHAS
uaQopMaums. Takke, He B KOeM Cllyuae He CTOMT yCTAaHABIHBATH IIO npocs6e
HEM3BECTHBIX JIUI] KaKue-Tu00 MpuiokeHus (IIPOrpaMMEl).

WnEie cmoco6bI MOIEHHHYECTBA, COBEPIICHHbIE JUCTAHIIMOHHEIM CIIOCOGOM.

C ucnonpzoBanueM cetr UHTEpHET:

1. ITyreM nomy4eHus nmpemomwnartsl B pasmepe 10 100% 3a TOBAp WK YCIYTY C
NOMOIIBIO CO3NaHMs «OAHONHEBHBIX» MHTEPHET-MAra3MHOB M CaWTOB-IBONMHHKOB, C
uCronb3oBaHHeM MHTepHeT-IUIOIafoK 10 mpojake TOBapOB M YCIyr (CalTEHI
«ABHTO», «IOna» U [p.); B CONHATBHBIX ceTax «B KOHTaKTe», «OMHOKIACCHUKHY» H
T.0.

Ilpexxne 4gem 3akas3aTh ToBap B VIHTEpHETE MOYHTAMTE OT3HIBEI HA pa3HbIX
CaliTax O MaHHOM MHTEPHET-MarasMHe HIH BUPTyalbHOM IIPOJABLE, B Ciydae
Hanu4us Bbl Cpasy OOHApyKHTE OTPHIATEelIbHBIE OT3BIBEI, OTCYTCTBHE OT3HIBOB O
BHIODaHHOM BAMH MHTEpHET-MarasdHe TOBODHT O KOPOTKOM IIEPHOZIE  €ro
CYIIECTBOBAHHS.

BHuMaTebHO 4nTaliTe Ha3BanWs UHTEpHET-MarasnHa WM OPraH:A3aluy TIe BEI



IUIAHHUPYETe NPUOOPECTH KaKkue-Tuho TOBaphl, B TOM YHCIIE IIOKYIKa OMIETOB Ha Bce
BHIIBI TPAHCIIOPTa, OIUIaTa yCHyr W KpeauToB. TeM cameiM Bri m3bexute caiitos-
k1noHOB. CrapaiiTech H30eraTh MOKYIIKH TOBapa mo mnpeporare. Eciou neHa ToBapa
ropaszio HWXE IIEHBl B OOBIYHBIX PO3HUYHBIX MarasuHax, Tak W B APYIMX MHTEPHET-
MarasuHax, JM00 Ha pBHIHKE B LeJIOM (HAIpUMep, IPH MPOAaXKe aBTOMAIIMHEL 110
3aHIKEHHOM CTOMMOCTH), 3TO IIOBOJ{ HACTOPOKHUTHCH.

2. IlyteM momyueHus wHGOPMAIMK OT JIMIA, Pa3MECTHBIIET0 OOBABIEHUE O
MpOJaXe KakKoro-iubo ToBapa, O TONHBIX PEKBH3HTaX €ro GaHKOBCKOM KapThl
(HOMED, CpOK AekcTBuUsA, NaHHBIE nepxarens, CVC-koj), SK0O6EL, C I[ENBI0 BHECEHHUS
NPEefOIUIaThl, ¢ MOCIEAYIOIMM XHINEHHEM C Hee JEHE)KHBIX CPEJCTB, HCIOJb3Ys
IIOJy4Y€HHbIE JaHHBIE.

He coobmaiite HEHM3BECTHOMY KaKylo-THOO WHGOPMALIMIO, KaCAOIIYIOCH
GaHKOBCKO# KapThl - JIs OCYLIECTBIICHUS ITepeBo/ia TpeGyeTcs TONBKO HOMEp KapTH,
nubo mpuBs3aHHEIN K Hell aboHeHTCKMi HOMep. Hu mpH xakux o6CTOATENsCTBAX He
coobmalite mapomy Ha IpoBefeHue onepauuid. [lapons ans Bxoaa B cucremy «baHk
Omnaife» 310 Bala JMYHas KOHGUAEHIHANTEHAS HH)OpMALIUS.

3. C ucHonb3oBaHHEM CCHUIOK B ceTH «MHTepHET», NepeHalpaBIsiolUX Ha
«pumuHrOBEIe»  (HMONMENBHBIE)  CAlTHI, MPEJOCTABIEHHBIX  MOLICHHHKAMHM
NOTEPIIEBIIMM IIPH OILIATe€ TOBapa, pa3MellleHHOro Ha caiitax «Asutoy, «IOma» u
APYTHX, & TAKXKe MPH MOKYIIKE X/l 1 aBUaOUIeTOB, OMIETOB B KHHOTEATPEI.

He mepexonuTte o NpHUCIaHHEIM HE3HAKOMBIMH JIMIIAMH CCHLIKAM H He BBOIHTE
JaHHBIE CBOMX 0AHKOBCKHX KapT.

4. B3noMm cTpaHMI NONB30BaTeled B CONHAIBHBIX CETIX, B OCHOBHOM
«Bxonrakre» ¥ «ONHOKIACHHKI», M PAacCBUIKA COOOLIEHHH «Ipy3hiM» OT HMEHH
JAHHOTO MOJIB30BaTENs C NPOCKOOH OIOILKUTE JIEHET, KOTOPhIe HyXHO NMEPEBECTH Ha
yKasaHHble abOHEHTCKHe HoMepa HiIi GaHKOBCKHE KapThL.

Ilpexne 4eM OCYILECTBHTH IEPEBOJ NO3BOHHTE CBOEMY OPYTY, OT KOTOPOIO
IPHUILIO COOOIIEHHNE, U YTOUHHTE HH)OPMALIMIO.

J. IlyTeM mnonyyeHHs IeHEXHBIX CPEACTB OT IOTEPHEBIIMX IpPH, SKOOHL,
BHECCHHM CTAaBOK Ha (DOHIOBBIX ¥ MHEIX OHpIKaX.

IIpexxme 4YeM BHOCHTH JEHBI'M IOYHUTANTE OT3LIBEI HA pa3lIMYHBIX CaWTaxXx B
HHTepHeTe, y3HalTe K IOPHCANKIMN KAKOM CTpaHbl OTHOCHTCS NESTENbHOCTE JAHHOM
OpraHM3alyH, a TAK)Ke 03HAKOMBTECH C IPAaBUIAMH H YCIOBHAMH €€ JIeATeTbHOCTH.

C _HMCIONB30BAaHMEM CPEJICTB COTOBOM CBS3M NIyTeM COOGINEeHWs rpaxaaHaMm
3aBEJIOMO JIOXKHOM HHOpPMAIIUH:

1. O mHapymenmn HMX ONM3KAMH pPOICTBEHHHKAMM JeHCTBYIOIIEro
3aKOHOZaTenbCTBa (coBepmienre JITII, NpHYMHEHHE TeNECHBIX MHOBPEXKIEHHIA,
XpaHCHHE HAapKOTHKOB H T.I.), C IENbIO IMepefavyd IOTEPHEBIIMMH IEHEKHBIX
CPEACTB 4epe3 IOCPEIHHMKOB, JHOO NEepeBOJ MX 4Yepe3 TepMHHANBl OILIATH IS
PaspelleHys CIOXKHBIIelcs cuTyaunu. [Ipyu 3ToM MOIIEHHMKH CTapaloTcs AepiaTsh
(OKEpPTBY» BCerga Ha CBA3H, C LENbI0 MCKIIOYEHMS KaKUX-THOo HeHcTBHM ¢ ee
CTOPOHEI [0 IIPOBEpPKe HHPOPMAIIHH.

Heo6xonuMo 1epe3BOHHUTE Ha M3BECTHEIE aGOHEHTCKHE HOMepa ULy, KOTOPEIM
NPEJCTaBIsAETCS 3JOYMBINUICHHUK, MO0 PpOACTBEHHHKAM, C IENbI0 BBISCHEHUS
AeHUCTBHTENLHOCTH IIPOM30IIENINX COObITHH. IIOMpOCHTH 3BOHALIETO HA3BATH




KaKue-TM0o JaHHBIE JIMIA, KOTOPEIM OH mpencTasiserca (O.JM.0., nata poxaeHus,
MECTO XHUTENbCTBA, JAHHEIE POJICTBEHHHKOB, KaKie-TH00 GaKThl U3 XKU3HH U T.1. ).

2. O BO3MOXHOCTH IONYYEeHHS KOMIIEHCAIlAM 3a paHee IPHOOpETEHHbIE
HEKaYeCTBEHHBIC TOBAaphl MM OKa3aHHbIE YCIYTH, Ui 4Yero HeoOXoaumo
TIEPEYHCIIUTE ONPEETECHHBIN NPOLEHT OT MOJIaralomeincs CyMMBEI.

Crnexyer 3maTh, 4TO pa3iIM4HbIE KOMIEHCAl[MH BHIIUIAYMBAIOTCS TIPaXKIaHaM
TOJIBKO TPH KX JIMYHOM IMCbMEHHOM OOpaIieHHH B COOTBETCTBYIOIME OpPraHN3aliH.
Hukakue nporeHTEI 3a BBIIUIaTy KOMIIEHCALIMM HE YILIAYHBAIOTCA.

3. SIKoOBl, U3 MONMKIMHMKYA HIM OONBHMIIBL, O TOM, 970 y Bac wim y Bammx
POICTBEHHHUKOB OOHApYKWIM CTpallHBI AHarto3, M 4YTOOBl BHUIEYUTH OOJIE3HD
HEOOXO0MMO ITepPEeBECTH JSHbIH 32 JISKapCTBa.

HeobxomumMo MOMHHTE, YTO HACTOSINWI Bpa4y HHKOINA He GyZeT 3BOHHTH BaM
110 TeneoHy M COObINaTh O «CTPAITHOM AHATHO3€» WM MPOCHUTDH IEPEBECTH AEHBIH
3a JIeKapcTBa.

4. C npock60if KynmuTh NPOAYKTHI, CIIHPTHOE, LBETHl H T.I., JOCTABHTH HX IIO
yKa3aHHOMY aJjpecy, a MOMYTHO IEPeYUCIIMTh JeHEeXHBIe CPeCcTBa Ha TenedoH, ¢
3aBEPEHHEM, YTO JEHBI'H BEPHYT 10 MPUOBITHIO Ha ajipec 3aKa3unKa.

Ecnmu BBl ucmonHgeTe Kakoe-THOO NOpy4eHHe MO Tele(OHY, HOCTABISETE
3aKa3pl, TO HE CIEAyeT IepeBOJUTh JEHbIM Ha He3HaKoMble Tene(OHBI, CHayala
JAOCTaBbTE TOBAP I10 HA3HAYEHHIO H HA MECTE OIIPEAEIUTECH C 3aKa3UHKOM.

Kpome IMCTaHIMOHHEIX MOIIEHHHYECTB IDAXKAaHe CTAHOBATCA KEPTBAMH H
KOHTaKTHBIX MOIICHHUYECTB, COBEPIIEHHBIX O BHAOM COLHAIBHBIX PaGOTHHKOB,
COTPYAHHKOB pa3lMYHBIX OpraHu3aumii (ropras, ropceer, IleHcHoHHBIH (oHJ,
MeZMIEHCKre paboTHuky U T.4.). [IpeyioramMmu MoryT 6BITE: CpOUHBIH OOMEH AeHeT,
HaJ0aBKY K MEHCHH, TIpOBepKa ra30BOTO HMIIM BOIASHOTO 0GOpYIOBaHMS, nepepacuer
KBapTIUIaThl, IPEMHH BeTepaHaM, nponaxa BAJloB, MemHIHMHCKMX IPHGOPOB MITH
APYTHX PpaslHYHBIX TOBAPOB IO JBIOTHEIM IieHaM H T.1. OCHOBHas Ielb
3MOYMBIIIIEHHHKOB — y3HaTh, [JIe XPaHATCH JEHEXHbBIE CPEACTBA «OKEPTBBI», MOCIE
9ero OTBIEYh €€ BHHUMaHHWE U COBEPIINTh HX XHIUEHHE. Takke MPEIIOrOM MOXET
OBITH rajjaHKe, CHATHE SKOOBI HAIOKEHHOM ITOPYH, HCLETeHHE OT 3a601eBaHHii.

Kak nonsts o6man:

- 00 o6MeHe [NEHEXHBIX CPE/ICTB MM IIPOBEACHHH KaKUX-MHG0 pedopm 3apaHee
Oynmet coobmatscs B paznuunsix CMU (TeneBuenwe, pajiuo, NeYaTHbIe U3AaHHs), B
OTHEIEHUX OGaHKOB, yUpeXIEHHUAX COLHATBHOMN HONMTHKH, MEHCHOHHOTO doHza u
T.JI.

- Y3HaTh, YTO 32 OpraHM3aLMIO NPEJCTABIIOT NPHINEAIINE U, O3BOHUB Ty,
y3HaTh, €CTh JIM TaM TakKHe COTPYJHMKM M TPOBOAUTCA JH 0OGXOH IOMOB IIO
0003HaYeHHOMY BONPOCY; IONPOCHTH IIPEABIBHTh YIOCTOBEPEHHE;

- YBEZIOMHUTE POJCTBEHHUKOB (JKeJIaTEIbHO IONPOCUTD MOABEXATH);

- TI03BaTh COCEEH;

- TIO3BOHHUTE 3aKPEIIEHHOMY COLHAIBHOMY PaGOTHHKY;

- He CTOMT IIOKYNaTh y HEHW3BECTHBIX HMKAKHX JIEKapCTBEHHEIX IPEIapaTos,
Fa303HaJIHBaTOPOB, CUCTYIHKOB, q)mILT'I)OB ANA  BOJEIL, XO3HCTBEHHEBIX TOBapoOB,
METUIMHCKUX NPUOOPOB H T.II.



